
JSC ProCredit Bank is a development-oriented commercial bank offering the best services to small and medium-sized enterprises and individuals, who think that having a long-term partnership and getting banking services through electric channels is important.
ProCredit Bank has been operating in Georgia since 1999. The international Fitch Ratings agency has assigned a BB+ rating to the bank, which is the highest possible rating in Georgia.

ProCredit Bank is a part of the international ProCredit group, which is mainly represented in the countries with transitional economies in Eastern Europe and Germany. The group is founded by ProCredit Holding (Frankfurt am Main, Germany). ProCredit Holding and ProCredit group are supervised by the Federal Financial Supervisory Authority (BaFin), which is the guarantor of the credibility and stability of ProCredit banks.

ProCredit Bank is announcing a tender for purchasing the penetration testing service covering the bank’s IT systems
Key requirements:
*  Find a specialized company which will conduct a targeting penetration testing on the whole perimeter of the bank’s IT systems and conducting APT vector simulation. 
	№
	Stage of Work
	Stage Description


	Results

	1
	Preparatory Phase
	Formulation of goals, objectives, and scope of work
	Conduct modeling of attacks. Prepare a report with systematized possible attack scenarios and vulnerabilities, along with recommendations for security improvements. Prepare a report for senior management. 

	2
	Cyber Intelligence and Development Scenarios
	Conduct cyber intelligence and develop attack scenarios
	Develop an attack scenario map and match the 3 most probable attack scenarios.

	3
	Scenario Modeling and Testing
	Model and test attack scenarios
	Adapt scenarios to research conditions and perform initial verification. Test scenarios and execute attacks.

	4
	Final Phase
	Prepare technical and managerial reports
	Prepare a detailed technical report on attack scenarios. Present the report to relevant stakeholders. 

Prepare a final report for top management.

	5
	Report re-check
	Conduct re-check 
	Conduct re-check after corrective measures taken from the bank’s side/

	6
	Final Phase after re-check
	Prepare technical and managerial reports after re-check
	After re-check to prepare a detailed technical report on attack scenarios. Present the report to relevant stakeholders. 

Prepare a final report for top management.

The report should include re-check results.


Penetration Testing Methodologies and Standards

The Vendor shall provide automated, manual, or hybrid penetration testing services as requested. Clients may request various types of penetration testing services such as White Box, Black Box, or Grey Box testing.

Penetration testing shall adhere to recognized industry methodologies and standards, including:

· Open-Source Security Testing Methodology Manual (OSSTMM)

· National Institute of Standards and Technology (NIST)

· Open Web Application Security Project (OWASP)

· Penetration Testing Execution Standard (PTES)

· Payment Card Industry Data Security Standard (PCI DSS) Guidance: PCI Information Supplement

· Federal Risk and Authorization Management Program (FedRAMP)

· Information Systems Security Assessment Framework (ISSAF)

· British Standards Institution (BSI) Penetration Testing Model

· Web Application Security Consortium (WASC) Threat Classification

General Requirements for Penetration Testing Services

· Establish an incident and escalation management process to handle any issues that may arise during the test.

· Identify information to be provided by the client based on the nature of the test (e.g., White Box, Black Box, Grey Box).

· Identify targets and map attack vectors.

· Identify exploitable vulnerabilities and provide information with the proves.

· Exploitation within the scope, such as elevating privileges.

· Provide comprehensive reporting to the client.

Penetration Testing Services Clean Up

The Vendor must ensure a thorough cleanup after the completion of penetration testing services, ensuring the client’s environments are not adversely affected. Cleanup activities include:

· Updating and/or removing test accounts added or modified during testing.

· Updating and/or removing database entries added or modified during testing.

· Uninstalling test tools or other artifacts as applicable.

· Restoring any security controls altered for testing purposes.

· Providing the client with necessary information and guidance to verify that environments have been restored.

· Confirming to the client that the environments have been cleaned and restored.

Penetration Testing Services Reporting and Presentation

The Vendor shall provide the client with a detailed report for each service completed. The report shall include:

· Executive Summary

· Scope of Services

· Identification of critical components and explanation of why these components were tested

· Methodologies and tools used to conduct the testing

· Any constraints that impacted the testing (e.g., specific testing hours, bandwidth, special requirements)

· Description of the test progression and issues encountered with timelines

· Findings from the tests (e.g., exploitation, severity) with detailed explanations

· Affected targets in the client’s environments

· Recommendations for remediation

Interested persons shall submit in a sealed envelope::
** Letter of Reference

** Application Form filled and signed (see the attached file)

** Signed price list (Prices should be calculated separately for each main component: Network, 24/7 zone, social engineering, etc.) 

** Professional Liability Insurance signed  

** Scope of Penetration Testing and detailed plan

** Payment Procedure

** Extract from the Entrepreneurial Register
** NDA 

** At least 5 years of experience in the relevant field, including a short description, scale, and number of implemented penetration testing projects.

** Certifications: Proof of permanent staff of experts with relevant certifications involved in the project (e.g., CISA, OSCP, OSWE, OSCE, OSEE, SANS GIAC, LPT (Master), GXPN, ECSA (Practical), GMOB). 

Interested parties will be provided with detailed information about the scope of penetration test after the signing of the NDA.
Along with hardcopies, please also send digital copies of the requested documents on CD disc. 
Please specify on a sealed envelope:
** Name of your company

** Contact information (responsible person, telephone and e-mail)

** Name of the tender

** Name of the receiving department: Procurement Unit

** Inscription CONFIDENTIAL
** Please sign and put your company seal on the envelope.

Please deliver your tender proposal to the address at No 21 Al. Kazbegi Avenue.  

Interested parties can apply documentation in Georgian or in English languages.


Deadline for submission: 05 September 2025 before 16:00.

For organizational issues, please contact:

Fatima Akubardia 
Specialist at Procurement Unit

JSC ProCredit Bank Georgia
Head Office, No 21 Al. Kazbegi Avenue, Tbilisi 0160
Tel.: (+995 32) 2202222 (1578) 

E-mail: geo.tenders@procredit-group.com
For technical issues, please contact:
General Risk Department
JSC ProCredit Bank Georgia
Head Office, No 21 Al. Kazbegi Avenue, Tbilisi 0160
Tel.: (+995 32) 2202222 

 E-mail: geo.OpRisk@procredit-group.com
