SCADA SYSTEM TECHNICAL DOCUMENTATION
                                           
                                                 
General Description


1) SCADA is a system composed of software and hardware elements that enables organizations to control and monitor industrial processes by directly connecting to facility equipment and visualizing data in real time.


2)  With the use of a SCADA system, industrial organizations can:
a) Manage industrial processes and critical infrastructure both locally and remotely.
b)   Monitor, collect, and process real-time data.
c)   Interact with devices such as sensors, valves, pumps, motors, and others through   HMI (Human-Machine Interface) software and log events into a database.


3) SCADA systems are crucial for industrial organizations as they enhance efficiency, process data to facilitate smarter decision-making, and identify system issues promptly to minimize downtime.


4)  SCADA's basic architecture begins with Programmable Logic Controllers (PLCs) or Remote Terminal Units (RTUs). PLCs and RTUs are microcomputers that communicate with various devices such as factory machinery, HMIs, sensors, and end devices. The collected information is transmitted to the SCADA software, which processes, distributes, and displays the data for operators. Other personnel can analyze the data and make important decisions.

Summary: The objective of the technical assignment is to implement a centralized                                                                                                                                                                             SCADA system within the company based on the current task.
Current State and Devices

At present, the company (GWP – Georgian Water and Power) has various devices (such as level sensors, water meters, electricity meters, pressure loggers, turbidity meters, chlorine analyzers, pumping stations, and reservoir valves), each of which is equipped with either a local or remote SCADA system. These devices independently transmit data to their respective SCADA systems, as well as to a custom-built SCADA system created by developers, available at loggers.gwp.ge. Additionally, all data is sent to our server, where it is processed and stored in SQL databases.

Information and Technical Specifications of Existing Devices




1) Water Meters (Nivus):
· Quantity: 400 units
· Number of Data Points (Tags): 6,700
· Minimum Transmission Frequency: 1 minute
· Physical Communication Protocol: RS-485 – MODBUS RTU
· Telemetry and Logger Type: GPRS (2G, 3G) – Data Logger Nivulog V3
· SCADA System: Device2Web
· IP Communication: xPath interface, Device2Web Client, OPC
· Database: SQL
2) Pressure Loggers:
· Quantity: 175 units
· Number of Data Points (Tags): 2,000
· Minimum Transmission Frequency: 15 minutes
· Telemetry and Logger Type: GPRS (2G) – Data Logger LS 42 SOFREL
· SCADA System: PCWIN2
· IP Communication: LUCBUS, OPC UA, OPC DA
· Database: SQL

3) Level Sensors:
· Quantity: 116 units
· Number of Data Points (Tags): 250
· Minimum Transmission Frequency: 1 minute
· Communication Protocol: GPRS (2G, 3G)
· Telemetry and Logger Type: Transmitting Logger
· IP Communication: Data is transmitted directly to our server
· Database: SQL
4) Electricity Meters:
· Quantity: 444 units
· Number of Data Points (Tags): 11,600
· Minimum Transmission Frequency: 15 minutes
· Physical Communication Protocol: MODBUS RS-485
· Telemetry and Logger Type: GPRS (2G, 3G)
· Database: PostgreSQL

5)  Pumping Stations:
· Quantity: 280 units
· Number of Data Points (Tags): 2,500
· Physical Communication Protocol: MODBUS RS-485
· Telemetry and Logger Type: PLC / ETHERNET
· IP Communication: MODBUS TCP – data is transmitted directly to our server
· Database: SQL
6) Reservoir Valves:
· Quantity: 10 units
· Valve Type: Electrically controlled
· Diameter: 250–1200 mm
· Material: Steel / Cast Iron
· Operating Pressure: 0–40 bar
· Control Type: Impulse-based
7) Turbidity Meters:
· Quantity: 8 units
· Number of Data Points (Tags): [unspecified]
· Minimum Transmission Frequency: 15 minutes
· Communication Protocol: Analog
· Telemetry and Logger Type: GPRS (2G) – Data Logger LS 42 SOFREL
· SCADA System: PCWIN2
· IP Communication: LUCBUS, OPC UA, OPC DA
· Database: SQL

8) Chlorine Analyzers:
· Quantity: 21 units
· Number of Data Points (Tags): 210
· Minimum Transmission Frequency: 15 minutes
· Communication Protocol: MODBUS
· Telemetry and Logger Type: GPRS (2G)
· SCADA System: TSQLS - web base platform

9) Electrically Controlled Regulators:
· Quantity: 2 units
· Number of Data Points (Tags): 40
· Communication Protocol: MODBUS
· Telemetry and Logger Type: GPRS (3G, 4G) – SOFREL / ETHERNET
· SCADA System: PCWIN2/web base
· IP Communication: LUCBUS, OPC UA, OPC DA
· Database: SQL


10) Permanet loggers : SU
· Quantity:  800 units
· Number of Data Points (Tags): 3000 data point(tag)
· Telemetry and Logger Type : GPRS (2G)
· SCADA System: TSQLS - web base platform

11) Hydrophone loggers : HY
· Quantity : 30 units
· Number of Data Points (Tags): 150 data point(tag)
· Telemetry and Logger Type : GPRS (2G)
· SCADA System: TSQLS - web base platform

Note:
The quantities listed above are subject to change, and the SCADA system must support both the addition and removal of devices as needed. 

Core Functionality

In the initial phase of SCADA system implementation, the following capabilities are required:
· Integration of all devices and proper data visualization
· Recording of data into the database
· Distribution of user access and authorization rights
· Graphical representation of data
· Execution of basic and simple operations
· Ability to perform simple mathematical calculations
· Access via a web platform
· Consideration of the specific requirements of the listed devices


1) Meter Data Functionality:
Retrieval of all consumption meter data along with historical archives Visualization of data in graphical format Ability to select specific date ranges Display of maximum, average, and minimum consumption values over the selected period Automatic display of the last 24 hours of data on the chart (if no specific time is selected) Functionality to compare data from different devices.

2) Pressure Sensor Data Functionality:
Retrieval of all pressure sensor data along with corresponding historical archives Visualization of data in graphical format Functionality to select specific date ranges Display of maximum, average, and minimum pressure values on the graph for the selected period Automatic display of the last 24 hours of data on the graph (if no specific time is selected) Functionality to compare data from different devices.


3)  Level Sensor Data Functionality:
Retrieval of all level sensor data along with historical archives. Visualization of data in a graphical format. Functionality to select specific date ranges. Automatic display of the last 24 hours of data on the graph (if no specific time is selected). Functionality to compare data from different devices.
4) Electric Energy Meter Data Functionality:
Retrieval of all electricity meter data along with historical archives. Visualization of data in a graphical format. Functionality to select specific date ranges, Automatic display of the last 24 hours of data on the graph (if no specific time is selected), Functionality to compare data from different devices..
5) Pumping Station Monitoring:
Monitoring of all water and wastewater pumping station data, as well as monitoring of well pump data from Mukhrani. Display of all key parameters (voltage, current, pressure, etc.) Integration of a reset functionality for applicable systems. For pump stations that are operated automatically, it is required to: 
· Enable remote start and stop of pumps via the SCADA system;
· Provide a reset functionality for the pumps via the SCADA system; 
· Enable remote control of valves (valves/actuators) via the SCADA system, including opening, closing, and positioning, if the existing valves and controllers support such operations;
· Enable control via the SCADA system of any additional devices that technically allow remote operation.
6) Reservoir Valve Control:
Retrieval of data from automatic valves. Implementation of remote open/close control functionality.
7)  Turbidity Meter Data Functionality:

Retrieval of all turbidity meter data along with historical archives. Visualization of data in a graphical format. Functionality to select specific date ranges. Automatic display of the last 24 hours of data on the graph (if no specific time is selected). Functionality to compare data from different devices.

8)  Chlorine Analyzer Data Functionality:

Retrieval of all chlorine analyzer data along with historical archives. Visualization of data in a graphical format. Functionality to select specific date ranges. Automatic display of the last 24 hours of data on the graph (if no specific time is selected)
Functionality to compare data from different devices.


9) Electrically Operated Regulators:

Retrieval of all electrically operated regulator data, along with historical archives
Visualization of data in graphical format, Functionality to select specific date ranges
Automatic display of the last 24 hours of data on the graph (if no specific time is selected)
Functionality to compare data from different devices.
10) Permanet loggers : SU
Retrieval of all permanet loggers’ data with the corresponding archive. Data visualization in graphical format. Functionality to select a specific date. Automatic display of the last 24 hours of data on the graph (if no specific time is selected). Function to compare data from different devices. Addition and visualization of three statuses: 1. Red – alarm (water leakage detected)2. Green – normal operation 3. Grey – no connection

11) Hydrophone loggers : HY 
Retrieval of all Hydrophone loggers’ data with the corresponding archive. Data visualization in graphical format. Functionality to select a specific date. Automatic display of the last 24 hours of data on the graph (if no specific time is selected). Function to compare data from different devices. Addition and visualization of three statuses: 1. Red – alarm (water leakage detected)2. Green – normal operation 3. Grey – no connection


12) Alarm System:
Configuration of an alarm system based on specific thresholds for all of the above-mentioned data. Alarm signaling for critical values (e.g., overpressure, power loss, etc.) Implementation of a notification mechanism.

System Requirements and Functionalities

The SCADA platform must ensure real-time data updates and archiving. The graphical interface should be simple and user-friendly. It should allow for the comparison and analysis of data from various devices. The SCADA system must have high reliability and ensure data security.






1) Visualization & Analytics :

· A predefined library of basic algorithms
· Real-time local analytical control
· Full analytical functionality on embedded controllers (RTU/PLC)
· Real-time energy optimization support
· Alarm system
· HTML5-based interface
· Fault Detection and Diagnostics (FDD)
· User-customizable dashboards
· Map support
· Charts – Visual representation of data over time
· Plots – Trend analysis and data comparison
· Infographics – Easy-to-understand format for complex data
· Animations – Real-time dynamic visualization

2) Cyber Security:

· Multi-level security – Utilizing encryption, authentication, and authorization
· Role-Based Access Control (RBAC) – Ensuring only authorized personnel have access
· Secure communication – Support for TLS 1.2+ and HTTPS protocols
· Access monitoring and logging – Tracking and recording of all user actions
· Regulatory compliance – Conformance with standards such as NIST, ISO 27001, etc.


Additionally:

· Encryption algorithm: AES-256-GCM
· Key exchange: ECDHE-RSA
· Hashing algorithms: SHA-256, SHA-384
· The system must use an RSA 2048-bit with SHA-256 certificate for authorization
· Data at rest must be encrypted using AES-256




3) Certification & Compliance :

· Cybersecurity standards compliance – NIST, ISO 27001, IEC 62443
· Industrial protocol compatibility – BACnet, Modbus, OPC UA, OPC DA, MQTT
· Data protection regulations – GDPR, CCPA
· Qualified compliance – Regular updates to align with new norms and standards





