














Providing DevSecOps Tools






Provide code review and DevSecOps tools to help manage the security, quality, and license compliance risks that come from the use of open-source and third-party code in applications. The aim is to analyze the source code to find security vulnerabilities that make the Liberty Bank’s applications susceptible to attacks based on best available solutions worldwide.
The Static Application Security Testing and Software Composition Analysis, engines must be based in one integrated, software-as-a-service (SaaS) application security platform.








Project Scope 

The project covers the provision of a Static Application Security Testing (SAST) tool, a methodology for analyzing and testing source code prior to execution, to detect vulnerabilities that may expose applications to cyberattacks.
The project will also include the provision of a Software Composition Analysis (SCA) tool, which is an automated process that identifies open-source components within the source code repository. This analysis is performed to assess security, license compliance, and code quality.
Requirements
· The proposed tools (SAST, SCA) must be a fully integrated, software as a service (SaaS) application security platform powered by the industry’s leading static application security testing (SAST) and software composition analysis (SCA) engines. 
[bookmark: _Hlk141088519]

1. Static Application Security Testing Engine - SAST
· Should be able to analyze code: 
· [bookmark: _Hlk141094621]Salesforce Apex
· C/C++
· C#
· DART
· Go
· Java
· Java Script
· Kotlin.
· Objective-C/C++
· PHP
· Python
· Ruby.
· Swift
· TypeScript
· Visual Basic
· Support IAC platforms and formats:
· AWS CloudFormation
· Kubernetes
· Terraform
· YAML
· JSON
· XML

· SAST engine allows Liberty Bank to perform automated static analysis of all codebases, making it easy for developers and testers to find potential security flaws in their code early in the software development life cycle (SDLC).

· Find and fix security defects and secrets in the proprietary code and infrastructure-as-code templates.

· Can find complex security issues tracking dataflow of tainted data including Path Manipulation, XSS, SQLI, OS Command injection.

· Can find security issues covering major Security standards: OWASP Top 10, CWE Sans 25, PCI-DSS, CERT-JAVA.

· Can find security issues covering configuration of major web application frameworks.

· Can find security issues covering Infrastructure as Code configuration files.

· Can find complex quality issues covering resource usage.

· Can find complex quality issues covering API usage.
· Can find quality issues resulting from statistical analysis of developer behavior.

· Can find issue with threading implementations including race conditions and unprotected thread access.
· Analysis engine demonstrates a low false positive rate across a range of languages and technologies.

· Analysis engine should provide mechanisms to remove systemic false positives.

· Analysis engine should provide configuration to control tainted sources for security analysis.

· Can provide comprehensive filtering on found issues example: By Issue type (Security or Quality), By Vulnerability type (example Cross Site Scripting, SQLI).

· Can Provide mechanism to share filtered results across groups and users.

· Can provide notifications of filtered results on a scheduled basis or when new results are added.

· Can present issues showing line by line code flow.

· Can show remediation help for issues.

· Provide a triage mechanism to mark False Positives.

· Support detection and triage of issues across common code to avoid rework.

· Provide audit of triage of issues detailing changes and user responsible.

· Support Role Base Access Control of defect classification.

· Allow configuration of triage mechanism to add custom information to triage process.

· Support aggregation of different scans into a single product, for example frontend and backend.

· Support the segregation of results into subcomponents.

· Can automatically assign to the developer who introduced the issue.

· Can assign results to owners based on component ownership.

· Can escalate issues to issue tracking tools such as Jira.

· Solution should integrate into common CI/CD products: Jenkins, GitHub, GitLab and Azure Devops.

· Can scan projects with Millions of Lines of Codes.

· Can scale to run many scans in parallel.

· Can produce reports covering stand+A57:C71s OWASP Top 10.

· Has configurable dashboards to present information on tool usage and progress against Security Standards.

· Create custom metrics for dashboards to reflect customer priorities.

2. Software Composition Analysis Engine - SCA

· Can support the following SCA package managers:
· Apache Ivy
· BitBake
· Cargo
· Carthage
· CocoaPods
· Conan
· Conda
· CPAN
· CRAN
· Dart
· Erlang/Hex/Rebar
· Git
· Go Dep
· Gogradle
· Go Modules
· Go Vendor
· Gradle
· Hex
· Lerna
· Maven
· Npm
· NuGet
· Packagist
· PEAR
· Pip
· Pnpm
· Poetry
· RubyGems
· SBT
· Swift and Xcode
· Yarn

· SCA engine helps Liberty Bank manage security, quality, and license compliance risks that come from open-source and third-party tools in applications.

· SCA engine allows Liberty Bank to automate software composition analysis across the SDLC, providing a complete Bill of Materials (BOM) of nonvulnerable and vulnerable open-source components, including licenses used, dependency trees, and origins, as well as upgrade guidance.

· SCA uses a combination of techniques for identifying open source, both in source code as well as binaries. Both open sources packaged as binaries as well as native binaries like static/dynamic libraries and executables can be analyzed.

· Can find open source included directly, which has bypassed any existing dependency mechanism or package manager. This is covered by structural (filesystem) analysis and optionally binary analysis.

· Ability to "learn" from edits to the BOM, eliminating redundant work for new scans.

· By default, changes made to components in the BOM are inherited by other versions of a project, removing the need to make the same changes for any new version of a project, for example when selecting a license on a multi-licensed component.

· Ability to see which projects/applications use a particular open-source component, providing usage visibility across the organization.

· Views are available showing all components in use, and from there you can find out which projects are using them.

· Ability to compare the BOMs of different versions of a project, and identify which components were added, removed, or edited.

· Comparisons can be done across project versions, but even across projects. This will show which components have been added, deleted, upgraded, etc.

· Broad language support includes all major languages in use today as well as many less commonly used languages.

· All major languages are covered in detail, considering language and package manager specifics in many cases. Some techniques used in the scanning process are language-agnostic, including the structural (filesystem) analysis.

· Ability to detect Operating System level OSS such as RPM’s, Debs etc. These can all be analyzed via a structural analysis. Packages installed in Docker containers can also be identified via the respective package manager.

· Ability to detect and group all variants of GPL, which carry same legal risk as standard GPL.

· All licenses are categorized into license families and one of those is the reciprocal license family. The GNU GPL license, and all its variants, are in this category. This categorization is taken into account with the license risk calculation, combined with the application's distribution model as well as the way the component is used (example static vs dynamic linking, development-time only, etc.).

· Ability to automatically generate notices file, based on actual license text (not just template licenses) for inclusion in product documentation, saving days or weeks of manual collation.

· A notices file can be generated with a press of a button (or via the REST API) and includes things like component and version, license and actual license text, attribution statements and copyrights. For template licenses like MIT and BSD, the copyright statements are included in most cases.

· Ability to display license text, eliminating need for users to find it themselves. The actual license text for the specific license (even unique variants) is shown in the tool, so not just links.

· Correctly identify components that are dual-licensed, often commercial and open source, and allow user to choose appropriate license.

· The SCA knowledgebase contains all licenses for components, so there can be multiple licenses for a specific component version. For a multi-licensed component, a user with the right permissions can choose which license should be used.

· Ability to dynamically show license risk relative to the deployment model of the application (internal, external, SaaS).

· The distribution (deployment) model of the application is taken into account when calculating license risk. So, for example a GNU GPL license will be a high risk for an externally distributed application, but no/low risk for an internally used application.

· Ability to see which components use a specific license.

· A license view, showing all licenses in use across all components and applications, is available.

· Ability to create custom licenses, for example 3rd party or commercial licenses.

· Custom licenses can be created, with their own text, license family, terms, etc..

· Ability to alert on vulnerabilities same day of disclosure, minimizing the time window open to hackers.

· Must use many vulnerability feeds, so the coverage is much more than just the National Vulnerability Database tools and processes in place to continuously monitor all those feeds. A newly published vulnerability is immediately picked up and the goal is to have a (first) analysis done within four hours. That means that the results of that analysis are typically available the same day of publication we get notifications.

· Ability to see Common Weakness Enumerator (CWE) information for individual vulnerabilities, to support prioritization.

· All vulnerabilities in the SCA knowledgebase use the CWE taxonomy for classification.


· Availability of vulnerabilities not listed in the NVD and actionable data; providing more coverage of vulnerabilities, recommended remediation, existence of exploits, attack vector, etc., reducing time to triage and remediate vulnerabilities.

· The range of sources for vulnerability information is far broader than just the NVD. The results of the vulnerability analysis that the security research team does are captured in SCA Security Advisories). This provides all the information mentioned and more, and this will help speed up impact analysis and remediation activities, as it removes the need to find and filter relevant information on specific vulnerabilities by the development and/or security teams.

· High data quality, with component versions correctly mapped to vulnerabilities, to ensure true vulnerabilities are being addressed without being distracted by false vulnerabilities.

· Guidance on which newer version of an open-source component would eliminate known vulnerabilities. Provide alternatives to upgrading where appropriate.

· The tool provides both short-term as well as long-term upgrade guidance. Short-term typically means staying within the same major version range, thereby reducing the risk of breaking dependencies. And Long-term would be the latest version without vulnerabilities.

· Ability to define policies both at the global level and for individual projects.

· The advice would be to define global policies where possible, but if needed policies can be made specific for (a set of) project(s) or based on project characteristics.

· Ability to override policy violations and add comment citing reason for the override.

· Ability for policy violations to trigger events in building tools, ticketing system, etc..

· Ability to define policies broadly (example applies to all reciprocal licenses), or at a very granular level. (example applies only to components with Mozilla license).

· Integration source code and executable available for free on GitHub.

· Integration across the SDLC, including IDE, source control, CI, build tools, binary repo, ticketing system, and security dashboards.
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4. Customer Success Manager
The vendor must assign a customer success manager for the Liberty Bank to be part of the onboarding and implementation package. The customer success manager must:
· Be a trusted advisor and a consistent representative of the Liberty Bank’s perspectives and systems within the company, both in the post-sales phase and throughout the entire lifecycle of engagement with the Liberty Bank.
· Help the Liberty Bank track the adoption of products and services. 
· Be a point of escalation for implementation, support, and technical roadblocks.
· Share product roadmaps and gain product feedback/feature requests.
· Support the Liberty Bank with product enhancement requests and partner with product team to bring forth Liberty Bank needs for feature requests.

[bookmark: OLE_LINK7]5. Expert Services
[bookmark: OLE_LINK10]The vendor will provide services to assist the Liberty Bank with the adoption, integration, and optimization of the proposed products for use in the environment.

The scope of services is limited to the following:
· User adoption and best practices:
· Security and developer adoption
· Defect resolution workflows
· Scanning best practices

· Enhanced product knowledge:
· Coaching

· Optimization:
· Architecture and deployment assessments

· Deployment Maintenance:
· Product administration
· Upgrades and migrations

· Project Management:
· Project management to ensure services are delivered on schedule, with good quality.
· Each onsite session will be scheduled in eight (8) hour increments.
· The total number of hours consumed for Project Management tasks will not exceed 15% of the total hours purchased within this service package.

For each service request, the vendor will assess the requirements to determine the scope and level of effort required to complete the request. In conjunction with the Liberty Bank, a mutually agreed upon agenda will be acknowledged in writing before Services are rendered.

6. Product Security
The Proposer must demonstrate a strong and measurable commitment to information security, data protection, and operational resilience in alignment with financial-sector best practices and internationally recognized frameworks such as ISO/IEC 27001 and 27002, NIST SP 800-53, and the NIST Cybersecurity Framework. The Proposer must maintain formally approved and regularly reviewed cybersecurity policies, a defined change management process with documented risk assessments, and comprehensive audit logging of user and administrative activities retained for a minimum of one year and centrally monitored through a SIEM or equivalent platform. The Proposer must operate a secure software development lifecycle incorporating automated security testing, risk-based assessments for major releases, and periodic independent security testing. All customer data must be protected through strong encryption in transit (TLS 1.2 or higher) and at rest (AES-256 or stronger), with logical segregation of customer data, strict access controls, and enforced multi-factor authentication for platform access. The solution must include documented business continuity and disaster recovery capabilities with an RTO of one business day or less, an RPO of 24 hours or less, and daily backups with a minimum seven-day retention period. Continuous security monitoring and a documented incident response plan must be in place, supporting timely detection, response, and customer notification of security incidents. The Proposer must hold and maintain SOC 2 Type II and ISO/IEC 27001 certifications, with ISO/IEC 27017 or equivalent cloud security assurance considered mandatory for cloud-based services.

[bookmark: OLE_LINK6]7. Project Bill of Quantity

	
	[bookmark: OLE_LINK5]Licensed Product Name
	Term Length
	[bookmark: OLE_LINK2]QTY
	License Type
	 Item Price SAR
	Total Price SAR

	1
	Static Application Security Testing - SAST
	12 Months
	10
	Team Member
	
	

	2
	Software Composition Analysis - SCA
	12 Months
	10
	Team Member
	
	

	3
	Standard Support – All Tools 
	12 Months
	1
	Support
	
	


8. Proposal Documentation
Proposers must submit the following documentation as part of their proposal to support technical, security, and delivery evaluation:
· Valid and current product security certifications or independent assurance reports relevant to the proposed solution (e.g., ISO/IEC 27001, SOC 2 Type II, or equivalent).
· Evidence of qualified implementation capability, including a minimum of three (3) engineering or technical certifications relevant to the proposed products and services.
· A detailed proposal describing the proposed solution, including scope, implementation approach, and support model.


