1. Introduction
We are seeking a qualified company to provide ongoing development, maintenance, and integration services for the following systems:
· A web application (Angular frontend, .NET backend, MS SQL, and PostgreSQL databases) requiring integration with SCADA systems, OPC servers, and other external systems.
· Android-based applications that interface with backend systems (Dynamics AX and custom .NET servers) and handle high-volume usage across multiple devices.
· A web portal requiring integration with the systems.
The company should be capable of providing support for both the development of new modules and the maintenance of existing systems, as well as performing bug fixes, ensuring system stability, and managing third-party API integrations.

2. Scope of Work
Web application 
· New Module Development: Design and implement new features and modules based on provided specifications.
· Maintenance: Regular updates and patches for existing modules.
· Bug Fixes: Periodic bug resolution, ensuring smooth operation.
· Data Integration:
· Integration with OPC servers and direct data retrieval from PLCs.
· Real-time data display and reporting.
· Integration with external systems via APIs, such as Dynamics AX and other web applications.
· Performance and Scalability: The system must support 10-20 users concurrently with optimal performance.
· Web Portal: Develop and maintain integration with the web portal, ensuring seamless communication with other systems.
Android application
· New Development: Implement new features and functionalities in the Android applications.
· Maintenance and Bug Fixes: Provide ongoing updates, performance improvements, and bug fixes.
· Third-party Integration: Integrate with Dynamics AX and backend servers for seamless data exchange.
· Scalability: Ensure the system can manage simultaneous connections from at least 500 Android tablets.
Deployment and Change Management
· Monthly Hours: On average, the company will need to allocate approximately 40-80 hours per month for new changes, deployments, and maintenance tasks.
· Continuous Integration/Continuous Deployment (CI/CD): Implement or maintain CI/CD processes for smooth deployment of changes.

3. Technical Specifications
Frontend Technologies:
· Angular for web applications.
Backend Technologies:
· .NET for backend logic and API development.
· OPC Server integration for SCADA and PLC data.
· PostgreSQL and MS SQL for database management.
Mobile Technologies:
· Android SDK (Java) for mobile app development and maintenance.
Third-Party Integrations:
· Dynamics AX: Ensure seamless integration of Dynamics AX with web and mobile platforms.
· Multiple Web Applications: Perform necessary API integrations between the various systems.

4. Performance and Security Requirements
· Performance: All systems must be optimized for performance, handling up to 500 simultaneous mobile connections and 10-20 concurrent web users.
· Security: The company must implement industry-standard security practices, including:
· Data encryption at rest and in transit.
· Role-based access control for both mobile and web applications.
· Periodic security audits and penetration testing.

5. Service Level Agreement (SLA)
· Response Time: Define response times for bug fixes and critical issues.
· Support: Specify 8/5 support requirements or working hours for system maintenance.
· Deployment Schedule: All deployments should be scheduled outside of peak hours to minimize disruption.

6. Vendor Evaluation Criteria
· Experience: Proven expertise in working with Angular, .NET, Android SDK, and Dynamics AX integrations.
· Scalability: Demonstrated ability to manage large-scale mobile applications and web services.
· Previous Projects: Case studies or references from similar industries and project sizes.
· Security Certifications: Adherence to relevant industry standards and security protocols.

7. Timeline and Budget
· Timeline: The engagement will span a minimum of 24 months, with an option for renewal based on performance and project needs.
· Budget: The budget for this engagement will be determined based on the complexity and estimated hours. Please submit a detailed pricing proposal.

