
[bookmark: _GoBack]Technical Requirements
· Total required agents 900: workstation 820, including 15 for Linux Server and 65 for Windows Server.
· The solution must provide Endpoint Detection and Response (EDR) and Extended Detection and Response (XDR) capabilities. 
· The system must support multi-platform environments, including Windows endpoints and servers, as well as Linux and macOS. 
· Centralized management must be available through a single administrative console. 
· The solution must provide real-time visibility into endpoint activities. 
· The system must collect comprehensive telemetry, including: 
· Process execution 
· Command-line activity 
· File operations 
· Registry activity (Windows) 
· Network connections 
· The solution must support detection of modern threats, including: 
· Malware 
· Ransomware 
· Fileless attacks 
· Behavioral and indicator-based detection techniques 
· AI/ML-assisted detection is desirable 
· The system must generate security alerts in near real-time and support prioritization based on severity or risk level. 
· It must support incident correlation, investigation, and root cause analysis. 
· Attack timeline visualization and threat hunting capabilities are required. 
· The solution must provide response capabilities, including: 
· Endpoint isolation from the network 
· Process termination 
· Malicious file quarantine or deletion 
· Automated response based on defined policies is desirable 
· Role-Based Access Control (RBAC) and audit logging of administrative actions must be implemented. 
· The system must provide dashboards and detailed reporting for incidents and detections. 
· Multi-tenant or delegated administration support is desirable. 
· The solution must be scalable and include a lightweight agent with minimal impact on system performance. 
· It must support centralized policy creation and management. 
· API integration is required, and integration with SIEM/SOAR platforms is desirable. 
· Integration with additional telemetry sources (email, identity, cloud, network) for XDR use cases is desirable. 
· The vendor must describe supported deployment models (cloud, on-premises, hybrid), data storage options, and licensing structure. 
· Implementation, onboarding, training, and technical support details must be provided. 
· Support for legacy operating systems and rollback functionality for Windows endpoints is desirable. 
· Rollback must restore endpoints to a previous state (VSS snapshot) and revert malicious changes. 
· The agent must operate autonomously and provide protection in both online and offline modes. 
· The solution must include a business intelligence toolkit that: 
· Supports natural language queries 
· Provides multilingual capabilities 
· Automatically generates analysis and summaries 
· Suggests next-step actions 
· Leverages threat intelligence data 
· Facilitates threat hunting and incident investigation 

Gartner Compliance Requirement
· The solution must be recognized by reputable analytical organizations such as Gartner. 
· It is desirable that the solution is included in the Gartner Magic Quadrant for Endpoint Protection Platforms report. 
· Preference will be given to solutions positioned as “Leaders” or equivalent. 
· High ratings on Gartner Peer Insights from verified customers are considered an advantage. 

Vendor Experience Requirements
· The vendor must have at least 5 (five) years of experience in delivering and implementing information security or cybersecurity solutions. 
· The company must have practical experience in implementing Endpoint Security, EDR/XDR, or similar-class solutions. 
· Experience with similar projects in medium or large organizations is desirable. 
· Preference will be given to companies with certified specialists and partnerships with leading cybersecurity vendors.

Please fill up the form with offers, prices including VAT for total 900 agent (including 820 workstation, 15 linux server and 65 for windows server)
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