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Workspace ONE Mobile Essentials & Workspace ONE Assist
Functional and Technical Requirements
1. General Requirements
The Enterprise Mobility Management (EMM) platform shall be compatible with the following
operating system versions for mobile devices and computers:

o 10S11.0+

o Android 8.0+ (including Android Enterprise)

o Windows 10, 11

o Rugged devices
License Quantity Requirements - The platform shall provide the required licenses (Workspace ONE
Mobile Essentials & Workspace ONE Assist) for 1700 mobile devices;
The platform shall provide application containerization functionality to create an isolated and secure
storage environment for corporate data on the device;
The platform shall support integration with information storage systems (network file shares,
SharePoint, etc.);
An SDK shall be available for applications developed for Android and iOS, enabling security
functionality to be added to the company’s existing applications, including:

o Containerization
DLP
SSO
Network traffic tunneling
Login password protection
Logging

o Analytics
The platform shall support the creation of a corporate application catalog. The catalog shall support
the inclusion of native mobile applications, web applications, terminal applications;
Management console localization shall be available;
Officially supported integration with third-party antivirus, DLP, and VPN solutions shall be
available.
First-line software support should be provided by the software manufacturer for a period of at least
one year.

O O O O O

2. Requirements for the Enterprise Device Management Platform Components

The system shall include the following components:

Mobile Device Management (MDM) — shall enable rapid enrollment of mobile devices and
connection to corporate resources, updating device settings, applying corporate security policies to
corporate data and applications, providing secure mobile access to corporate resources, and remotely
wiping corporate data from mobile devices.

Mobile Application Management (MAM) — shall enable the creation and management of a corporate
mobile application catalog (App Catalog) and the management of user access rights to corporate
applications.

Mobile Content Management (MCM) — shall provide secure access to work files, documents, and
local and cloud-based data repositories. Access to local data repositories shall be provided without
caching data in the cloud components of the solution.

Mobile Email Management (MEM) — shall provide a high level of security for the corporate mobile
email infrastructure.

Mobile Compliance Policies module — shall enable automated responses to risks associated with the
theft, loss, or compromise of a mobile device and help prevent corporate information and data
leakage.

3. Architecture Requirements

The platform shall support cloud-based (SaaS) deployment of device management components;
The platform shall support scalability, allowing the number of connected mobile devices to be
increased to 10 000 devices;
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The platform shall support integration with corporate user directories, including Microsoft Active
Directory, Azure Active Directory/Entra ID, LDAP, Okta;

The platform shall support Single Sign-On (SSO) authentication on devices;

The platform shall include a component for proxying access to corporate email resources from
mobile devices, with the capability to verify the device’s compliance status against defined
compliance policies;

The platform shall include a component for proxying access to corporate content, including
document folders and internal web resources.

4. EMM Management Functionality Requirements

The platform shall provide functionality for monitoring and generating automated reports on
security policy violations;

The platform shall support user access control for corporate applications and data, as well as the
creation of user groups for efficient application of device settings and access permissions;

The EMM administrator shall be able to remotely lock and unlock mobile devices;

The platform shall support remote updates of the EMM client application;

The platform shall include a native managed application for accessing the corporate Microsoft
Exchange email system and calendar;

The platform shall include a native managed browser application for accessing internal web
resources from mobile devices;

The platform shall include a native managed application for accessing the company’s internal file
resources from mobile devices;

The platform shall support the establishment of encrypted tunnels for access to internal corporate
resources on a per-application basis, individually for each authorized application, without deploying
a full-featured VPN client on the device and without using third-party solutions;

The platform shall provide a web-based interface for system administration;

The platform shall support role-based access control, including the following roles: System
Administrator, Information Security Administrator, Technical Support Specialist, and User;

The platform shall support remote inventory of mobile devices;

The platform shall provide access to statistical information on mobile device user activities;

The platform shall support logging of EMM administrator activities;

The platform shall support multi-tenancy and the creation of a hierarchical structure of device
administration groups;

The platform shall include its own Data Loss Prevention (DLP) system, integrating a secure email
client, browser, and file storage into a single ecosystem;

The platform shall provide a unified application for corporate use, displaying the corporate
application catalog, notifications, and a customizable home page, as well as providing the ability to
search for employees within the organization when integrated with Active Directory;

The ability of Remote management of mobile devices, including screen access and file system
access, to provide remote user support. This module shall be provided by the manufacturer of the core
EMM solution.

An optional add-on module shall be available for creating customized reports. The module is not
required in the current configuration; however, it shall be possible to add it in the future without
changing the existing solution;

5. Data Protection Requirements for Mobile Devices

The functional requirements for protecting corporate data on mobile devices include:

Mandatory user authentication on the mobile device;

Enforcement of password length and complexity requirements for access to the mobile device;
Functionality for remotely removing corporate data only (the corporate partition/container) from
a mobile device upon command from the EMM system administrator. This shall enable the removal
of confidential information in the event of device loss or employee termination;

Support for application containerization to provide an isolated and secure storage environment for
corporate data on the mobile device;

Encryption of corporate data stored on the mobile device’s internal and removable storage media;
The ability to prohibit and/or log synchronization events involving data from secure storage with
the mobile device or another resource;

The ability to centrally apply policies and restrictions to mobile devices, including configuration of
device settings through automatically enforced policies;
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e The ability to enforce security policies in offline mode, when there is no connection to the
management server,

e Protection against applications obtaining full administrative/control privileges over the operating
system, including detection/prevention of jailbreaking and rooting;

e Encryption of data when accessing corporate resources from mobile devices, including the
establishment of an individual SSL connection between mobile applications and the access gateway;

e The ability to perform a selective wipe of data from the mobile device;

e Automatic locking of the mobile device after a predefined period of user inactivity;

e Functionality for wiping all data from the mobile device (factory reset) when a predefined number
of unsuccessful password entry attempts is exceeded;

e The ability to prevent users from updating the firmware of mobile devices;

e Functionality for centralized software installation on mobile devices, both from public application
stores and from applications developed internally by the company;

e Functionality for blocking software installation from public application stores;

e The ability to define software allowlists and blocklists for mobile devices;

o The ability to disconnect a mobile device from corporate resources in the event of a software
installation policy violation, with notification to the employee and the employee’s manager;

e The ability to access corporate content, including documents with version tracking and notifications
of new document versions, as well as corporate email with DLP functionality, including restrictions
on saving and forwarding attachments and copying portions of email messages outside the secure area
of the mobile device;

e The ability to define an application policy specifying access parameters based on networks or
specific access points.

e The ability to define specific policy for accessing wireless networks.

e The ability to control corporate devices with Live location tracking.

6. Self-Service Portal Requirements

The ability to pin a corporate web portal or intranet site to the navigation panel;
The ability to reset the password on a mobile device;

The ability to activate an optional policy on a mobile device from a predefined list;
The ability to access corporate content;

The ability to remotely lock a mobile device;

The ability to remotely wipe a mobile device;

The ability to locate a mobile device;

The ability to trigger an audible alert on a mobile device.
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